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ESTABLISH A FIRST 
COMMUNICATION LINK 
BETWEEN A GAMING 

MACHINE AND 
A GAMING SERVER 
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ESTABLISH A SECOND 
COMMUNICATION LINK BETWEEN THE 
GAMING SERVER AND A REMOTE 
COMPUTER 
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RANDOMLY GENERATE SESSION 
KEYS AT THE GAMING SERVER 
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ENCRYPT A SESSION KEY AT 
THE GAMING SERVER 
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TRANSMIT THE SESSION KEY 
FROM THE GAMING SERVER 
TO THE GAMING MACHINE 
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ENCRYPT INFORMATION SENT 
FROM THE GAMING MACHINE 
USING THE SESSION KEY 



TRANSMIT THE ENCRYPTED 
INFORMATION OVER THE 
FIRST COMMUNICATION LINK AND/OR 
THE SECOND COMMUNICATION LINK 
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DECRYPT THE RECEIVED 
ENCRYPTED INFORMATION 



-1280 



NEW SHEET 




NEW SHEET 




NEW SHEET 



RECEIVE A REQUEST 
FROM THE OUTSIDE 
161 0 — ^ NETWORK TO PLAY A 
^ GAMING MACHINE IN 
THE CASINO BY A 
REMOTE PLAYER 
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PROVIDE A SECURE 
COMMUNICATION 

LINK BETWEEN THE 
GAMING MACHINE 
AND THE OUTSIDE 
NETWORK 



DELIVER A 
GAMING MACHINE 

UNAVAILABLE 
MESSAGE TO THE 
OUTSIDE NETWORK 



DOCUMENT 
INFORMATION 
AND PLAY 
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FIG.. 14 



